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INTRODUCTION

Despite being on the rise as one of the methods to lure and force women and girls into 
trafficking in Europe, e-trafficking remains poorly understood and therefore scarcely ad-
dressed in the receiving countries. 

The F2L project aims to strengthen the ability of frontline staff who work with victims of 
trafficking in the field and professionals working in asylum systems and integration pro-
grammes. The project activities span across Italy, Greece, and other European routes for 
trafficking of women, with the aim to early identify victims of e-trafficking, both in public 
and private networks. 

Since November 2020, F2L partners Progetto Tenda, DRC Greece, LABC, and CWEP, 
have worked closely with relevant public authorities and civil society professionals aim-
ing to conduct research activities and develop up to date knowledge on e-trafficking of 
women and girls. The outputs of this work are available to professionals working with 
trafficking in human beings (THB) on a dedicated learning platform. The partners have 
conducted a series of trainings for frontline staff in the public and private sector (includ-
ing local authorities and law enforcement officials) on the use of the platform through 
face-to-face courses and e-learning modules. F2L efforts to raise awareness around 
e-trafficking and to advocate for a safer internet for women and girls towards competent 
authorities continue. 

https://www.progettotenda.net/
https://drc.ngo/our-work/where-we-work/europe/greece/
https://labcentro.it/
https://cwep.eu/en/
https://free2link.eu/platform/login
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WHY ADVOCACY? 

Advocacy is all about having your voice  – 
or the voice of those who cannot advo-
cate for themselves – heard and creating a 
desirable change. 

It is about arguing in favor of a cause, an 
idea, or a policy to bring about a desirable 
change. Essentially, it is about support-
ing people to speak up and helping them 
actively take part in the decisions that af-
fect their lives. Figuring out what needs to 
change is not enough, advocacy is also 
about deciding on a plan to get there, shar-
ing concerns and seeking for support, un-
derstanding who has the power to make a 
difference towards the needed direction, 
and how they can be convinced to do so. 
For advocacy to work, there must be a 
mind-set, processes, and activities behind 
it, aiming at influencing decision-makers, 
opinion-makers, and the public. 

WHO IS THIS TOOLKIT FOR?

This advocacy toolkit was based on key 
takeaways from the F2L survey report, 
the F2L learning platform, and on the 
latest developments in research efforts 
to tackle e-trafficking. It serves as a tool 
for civil society organisations, pub-
lic or private professionals who want 
to strengthen their advocacy towards 
competent authorities and relevant 
stakeholders, to help make internet a 
safer space for vulnerable people and 
especially women and girls. 

HOW TO USE THIS TOOLKIT

This toolkit consists of the key steps 
needed to formulate an advocacy 
strategy. The best way is to work on 
each section which will guide you to 
create your advocacy strategy. 

∞ Identify the issue of concern

∞ Determine the objectives

∞ Identify the advocacy targets

∞ Decide on tactics

∞ Formulate messages

∞ Consider risks and challenges 

∞ Monitor and evaluate 

THE KEY STEPS

https://free2link.eu/wp-content/uploads/2021/04/F2L_Report.pdf
https://free2link.eu/platform/login
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1.0Today, technology is grossly misused by traffickers to serve their purposes, from recruiting 
children and vulnerable adults, to luring, manipulating, or blackmailing them in compliance 
with exploitative situations. E-trafficking and trafficking trade in people and exploit them 
for profit; they have the same purpose, means and action. The Internet, however, provides 
traffickers with easy access to a broad pool of potential victims.

The misuse of technology is particularly evident in its massive use as a facilitator of sexual 
exploitation, especially of women and girls. According to the latest OSCE study, 75% of sex 
trafficking victims are advertised online. Youths can be daily contacted online by exploiters 
either pretending to be an older “friend” at a party, or someone who promises them a ca-
reer in showbusiness, or a family member, or an attractive romantic partner. The conversa-
tions usually take place on social media or chat rooms. However, e-trafficking is not limited 
to forced sexual services but includes different kinds of exploitation and abuse, including 
forced labor and trade of organs.  

There are considerable challenges posed by technology on the investigation of online and 
technology-facilitated THB according to the latest report by GRETA. These include data 
encryption, followed by the large volume of data, the speed of technological change, the 
lack of technical equipment and inadequate legislative tools. Challenges on the prosecu-
tion of TBH include obtaining evidence from other countries, lack of training among
prosecutors, and inadequate legislative tools and assistance from the private sector. 

Stricter frameworks are needed regarding the access to personal information during such 
investigations to ensure that the right to privacy and human rights are respected accord-
ing to an UNODC background paper. The latter also includes examples of existing or 
promising partnerships and tools countries use or develop to combat e-trafficking. These 
examples include digital forensics, data scanning tools, smartphone apps and successful 
collaborations with technology, social media, and Internet companies.  Some companies 
are already taking measures or elaborating tools against e-trafficking on their platforms, but 
these efforts are fragmented and inadequate.  

It is time for governments to update global and local policy frameworks to put a stop to the 
surge in online exploitation, and build a counter response. 

THE ISSUE: THB INCREASES ONLINE 

According to the latest OSCE 
study, 75% of sex trafficking 

victims are advertised online.

https://www.osce.org/files/f/documents/8/5/512170.pdf
https://rm.coe.int/online-and-technology-facilitated-trafficking-in-human-beings-summary-/1680a5e10c
https://www.unodc.org/documents/treaties/WG_TiP_2021/CTOC_COP_WG.4_2021_2/ctoc_cop_wg.4_2021_2_E.pdf
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E-TRAFFICKING FALLS UNDER THE DEFINITION
OF UNODC PALERMO PROTOCOL

CALL IT AS IT IS!

“Trafficking in persons” shall mean the recruitment, transportation, transfer, harbouring 

or receipt of persons, by means of the threat or use of force or other forms of coercion, 

of abduction, of fraud, of deception, of the abuse of power or of a position of vulner-

ability or of the giving or receiving of payments or benefits to achieve the consent of a 

person having control over another person, for the purpose of exploitation.  Exploitation 

shall include, at a minimum, the exploitation of the prostitution of others or other forms 

of sexual exploitation, forced labour or services, slavery, or practices similar to slavery, 

servitude or the removal of organs (article 3).  

Trafficking in human beings (THB) is a crime prohibited by the EU Charter of Fundamen-
tal Rights. E-trafficking is a criminal activity facilitated through Information and Commu-
nication Technologies (ICTs), and as such, it is covered by:

∞ The 2000 ‘Palermo Protocol’
∞ The 2001 Council of Europe Convention on Cybercrime,
   the first international treaty
   on crimes committed via the internet.
∞ The 2005 Council of Europe
   Convention on Action against Trafficking in Human Beings

http://www.ohchr.org/EN/ProfessionalInterest/Pages/ProtocolTraffickingInPersons.aspx
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=185
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=197
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1.1 WHAT’S NEW?

During the Covid-19 pandemic, restrictions on mobility, social isolation and the increased 

use of the internet,  have exposed women and girls to a higher risk of trafficking in hu-

man beings (THB). According to the  UN, the pandemic has accelerated the mainstream-

ing of technology in THB, revealing new forms of exploitation, it expanded misuse of 

popular online platforms and significant profits of intensified criminal activities. 

Civil society organizations indicate that women and girls in displacement might face 

increased risks of e-trafficking due to poverty, limited employment and educational op-

portunities, language barriers and lack of support networks. These push factors leave 

women and girls vulnerable to traffickers’ online promises for a better life. 

Although this is not new, since February 2022, the Ukraine refugee crisis has fueled fears 

of exploitation of refugees fleeing Ukraine. In a statement, UNHCR says that women 

and children account for 90 per cent of all those fleeing Ukraine. UNICEF also called for 

strengthened measures to protect children, stating that “traffickers often seek to exploit 

the chaos of largescale population movements, and with more than 1.5 million children 

having fled Ukraine as refugees since 24 February, and countless others displaced by vio-

lence inside the country, the threat facing children is real and growing.” On 22 April 2022, 

the OSCE also published a set of recommendations, acknowledging that the online shift 

of the trafficking business model, particularly for the recruitment and advertisement of 

victims of sexual exploitation, requires urgent attention.

https://www.unodc.org/documents/human-trafficking/2021/The_effects_of_the_COVID-19_pandemic_on_trafficking_in_persons.pdf
https://news.un.org/en/story/2021/10/1104392
https://www.unhcr.org/news/press/2022/4/6255a6964/statement-risks-trafficking-exploitation-facing-refugees-ukraine-attributed.html
https://www.unicef.org/press-releases/children-fleeing-war-ukraine-heightened-risk-trafficking-and-exploitation
https://www.osce.org/cthb/516423
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1.2HOW DOES E-TRAFFICKING WORK?

E-traffickers use digital technology in different steps including online profiling of potential 

victims, recruitment, and exploitation. 

Exploitation may take place solely online. Traffickers may isolate potential victims from 

people they trust, use threats or controlling techniques such as location detectors, move-

ment restriction, real-time monitoring, and blackmailing. These actions drastically impact 

victims’ psychology, resulting in feelings of despair, guilt, fear for themselves and others. 

The impact of these actions is as strong as physically removing them from their familiars. 

In general, however, a strict distinction between traditional trafficking and e-trafficking 

fails to capture the complexity of such cases, as information and communication tech-

nologies (ICTs) may be used in some but not all stages in the same trafficking case. For 

example, traffickers may combine traditional and ICT methodologies during recruitment 

or exploitation of the victims.

E-trafficking mostly takes place on surface web and not on the dark web. Clearnet web-

sites and social media are usually used for the initial contact with the potential victim 

according to UDNOC. 

Traffickers may use:

∞ Popular social media platforms, dating apps as well as online
   employment advertisements to identify (online profiling)
   and recruit potential victims. 
∞ Online platforms, fishy sites, and apps to attract potential clients.
   They advertise victims’ “services” such as forced pornography
   and prostitution, housekeeping, babysitting, escorting. 

https://www.unodc.org/e4j/en/tip-and-som/module-14/key-issues/technology-facilitating-trafficking-in-persons.html
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1.3 BROWSING BETWEEN THE LINES: 
E-TRAFFICKING INDICATORS

Online attempts to lure potential victims, including advertising and recruitment are part 
of a well-developed predatory industry. Here is what to watch out for.

ADVERTISEMENT OF DECEPTIVE JOB VACANCIES 

THE “LOVER-BOY” METHOD

ADVERTISEMENT OF SERVICES PROVIDED BY EXPLOITED PERSONS

∞ Incorrect language, with poor grammar or syntax issues.
∞ Vague description of job requirements.
∞ Imprecise indication of the physical or juridical employer.
∞ Unrealistic offers, including salary, accommodation or working conditions.
∞ Unexpected requests, including pictures and personal information.
∞ Travelling documents provided by employer.

∞ Simulates a romantic interest. The perpetrator usually manages to build
   a sentimental relationship, aiming at the victim’s emotions. With the simulation
   of a romantic interest, the victims feel they can trust the person online,
   so they fall prey to the traffickers.
∞ Physical or psychological coercion and persuasion methods.

∞ Use of the same pictures on different online platforms
   with inconsistent information.
∞ Use of the same contact details in different advertisements.
∞ Use of underage or very young persons’ pictures.
∞ Promotion of unprotected sex.
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LOOKING FOR SIGNS OF A THB VICTIM?

They have no access to their identification documents.

Inappropriately dressed for age or weather conditions. 

Poor living conditions, unpaid or very poorly paid.

Limited ability to speak privately or giving scripted answers.

Signs of physical abuse.

Appearing submissive, fearful, or disoriented.

Mention of debt or threats.

Frequent abortions.

1.4WHAT HAS BEEN DONE SO FAR?

The United Nations, the European Union and other international and regional organiza-
tions have adopted a series of legal measures for participating members to work towards 
the protection of THB victims, by cooperating with relevant stakeholders and the victims 
themselves.

MILESTONES IN THE FIGHT AGAINST THB

2000 
UNODC 
Palermo 
Protocol

2005 
CoE Convention 
on Action against 
Trafficking in
Human Beings

2011 
EU Anti-
Trafficking 
Directive

2011 
ILO Domestic 
Servitude

2014 
ILO 
Forced
Labour

https://www.ohchr.org/en/instruments-mechanisms/instruments/protocol-prevent-suppress-and-punish-trafficking-persons
https://www.ohchr.org/en/instruments-mechanisms/instruments/protocol-prevent-suppress-and-punish-trafficking-persons
https://www.ohchr.org/en/instruments-mechanisms/instruments/protocol-prevent-suppress-and-punish-trafficking-persons
https://rm.coe.int/168008371d
https://rm.coe.int/168008371d
https://rm.coe.int/168008371d
https://rm.coe.int/168008371d
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32011L0036
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32011L0036
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32011L0036
https://www.ilo.org/dyn/normlex/en/f?p=NORMLEXPUB:12100:0::NO::P12100_ILO_CODE:C189
https://www.ilo.org/dyn/normlex/en/f?p=NORMLEXPUB:12100:0::NO::P12100_ILO_CODE:C189
https://www.ilo.org/dyn/normlex/en/f?p=NORMLEXPUB:12100:0::NO:12100:P12100_ILO_CODE:P029
https://www.ilo.org/dyn/normlex/en/f?p=NORMLEXPUB:12100:0::NO:12100:P12100_ILO_CODE:P029
https://www.ilo.org/dyn/normlex/en/f?p=NORMLEXPUB:12100:0::NO:12100:P12100_ILO_CODE:P029


12

The Advocacy Toolkit

NATIONAL INSTRUMENTS

Most EU member states have a national referral mechanism (NRM) for early identifi-
cation of victims of trafficking. The basic purpose of the NRM is to respect and protect 
the basic rights of THB victims and refer them to the correct agencies for assistance and 
services. 

However, there is much room for improvement. According to a study from the European 
Commission on reviewing the functioning of Member States’ National and Transnational 
Referral Mechanisms, an EU-wide TRM Model is not in place. However, all Member States 
report there is transnational cooperation through other means, such as bilateral commu-
nication and coordination, multilateral agreements, key stakeholder meetings and other 
policy and operational instruments. In general, the absence of advanced national NRMs, 
according to a relevant IOM report, contributes to limitations on close cooperation, co-
ordination and support among governmental authorities, civil society organizations and 
international organizations. This is linked to the delays or failures to improve relevant pol-
icies and legal statutes or fully protect the human rights of THB victims.

1.5 UNDERREPORTED, UNPROSECUTED, UNPUNISHED

Professionals and agencies working in reception systems, integration programmes, 
education and social service provision still need tools and updated information to be 
able to reach and identify potential victims of trafficking and better support them. The 
formal identification of victims is challenging and according to EU Commission report 
to the EU Parliament and Council, lack of training and limited capacity of profession-
als on early legal intervention, may effectively leave victims formally unidentified. 

Different kind of challenges are observed among different national contexts. In Greece, 
a formal identification of a THB victim is closely linked to his/her collaboration with 
authorities during prosecution. In Italy, the formal identification of the victims takes 
place through the analysis and investigation of specific indicators. The victims are 
interviewed by specialized anti-trafficking mediators and operators. In countries, such 
as Bulgaria, Croatia, Greece, the Netherlands, Poland, there is a significant risk of pe-
nalizing victims for crimes they were compelled to commit. 

https://www.osce.org/files/f/documents/0/4/13967.pdf
https://www.osce.org/files/f/documents/0/4/13967.pdf
https://publications.iom.int/system/files/pdf/national_referral_mechanisms.pdf
https://eur-lex.europa.eu/legal-content/GA/TXT/?uri=CELEX:52020DC0661
https://eody.gov.gr/wp-content/uploads/2019/12/Trafficking_and_smuggling.pdf
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Consequently, it is extremely hard and often unsafe for potential victims to report or 
seek assistance from authorities. Respondents to the F2L survey also highlight the 
importance to foster a consistent collaboration between private actors and law en-
forcement authorities, as a structural condition necessary for the identification of THB 
victims, in line with the EUROPOL relevant recommendation.

While policy reports on THB have 
increased, national legal frameworks, 

including labor inspections and 
the monitoring of employment 

standards, still need to be improved. 
To date, trafficking cases remain 
underreported, prosecutions and 

convictions of perpetrators remain 
low, and victims are left without any 
protection or support according to a 

report from the European Commission.

https://www.europol.europa.eu/publications-events/publications/challenges-of-countering-human-trafficking-in-digital-era
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2020%3A188%3AFIN
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A world free of e-trafficking for women and girls

OUR VISION2.0
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3.0DETERMINE THE OBJECTIVES

Concrete and measurable objectives help advocates achieve their vision. But even 
if the goals are not fully met during your advocacy efforts or at the end of the line, 
remember that every step of the way is important!

The following can be used by advocates in their strategies against e-trafficking:

CONCRETE STEPS ARE TAKEN TO ENSURE THE PREVENTION AND 
EARLY IDENTIFICATION OF E-TRAFFICKING ON NATIONAL
AND INTERNATIONAL LEVEL.

(POTENTIAL) VICTIMS OF E-TRAFFICKING AND ESPECIALLY WOMEN 
AND GIRLS ON THE MOVE ARE EMPOWERED TO SEEK PROTECTION 
AND SUPPORT WHEN NEEDED.

∞ National legislation is updated and harmonized to address e-trafficking
   at all stages. This includes strengthening available reporting mechanisms,
   adopting a victim-centered approach, developing a common methodology
   and language, and ensuring that challenges for people are addressed.
∞ Law enforcement authorities, civil society organisations, NGOs working
   against THB, and professionals in reception and asylum systems are empowered
   to face the technological challenges posed by the monitoring and identification
   of e-trafficking. This includes increasing both staff technical capabilities
   and human resources.
∞ Information exchange and cooperation between law enforcement and
   the private sector (internet service providers and social media companies)
   are strengthened to combat e-trafficking. This includes the establishment
   of policies to raise awareness among online service providers and urge them
   to implement preventive measures, and support efforts to improve investigative
   tools against e-trafficking.

∞ Serious investment on digital communication campaigns for people on the move
   with a focus on women and girls is implemented. Raising awareness efforts should
   aim at enabling potential victims to spot human trafficking risks and seek for support
   in a safe and dignified ways. By providing tailored information in different languages
   and support (including legal support, protection, shelter, and health care) in a
   meaningful and accessible manner, victims of trafficking and by standers
   are more likely to seek assistance and/or report trafficking.
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∞ Introduction of appropriate national legislations to address the gap in prosecution

  and jurisdiction of e-trafficking. Legislations should incorporate a common

  language to enable international cooperation against e-trafficking. It is also

  fundamental to make provisions respecting the possibility of withdrawing

  data protection in the case of human trafficking investigations and blocking,

  filtering and taking down illegal internet content.

∞ The introduction of international instruments on the use of Internet or

   Internet-related crimes is needed to establish support for international

   cooperation and investigations, given that traffickers, survivors, and

   online platforms involved in the same THB case may be based

   in different countries.  

∞ International legislation should include provisions respective to the protection

   of people on the move while crossing borders. This entails trained and

   capacitated staff, able to conduct effective screening at reception facilities

   and transit centers. Timely dissemination of targeted messaging and verified

   information is also needed for the protection of those fleeing danger.  

NATIONAL AND INTERNATIONAL LEGISLATION AND COOPERATION 
TO STRENGTHEN INVESTIGATION, COMPLIANCE
AND PROSECUTION OF E-TRAFFICKING IS INCREASED.
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IDENTIFY THE TARGETS

The targets are the key people/entities who have the power to make or contribute to 
a change. They are those we need to persuade or work with to bring the vision to life. 
The targets for advocacy efforts against e-trafficking include:

4.0
∞ European Commission: DG ECHO, INTPA, NEAR, HOME, JUST
∞ European Parliament: MEPs (and their assistants or political advisors)
   focused on/taking part in the following committees LIBE, DROI, FEMME,
   EMPL, Child Rights Intergroup.
∞ EU Anti-Trafficking Coordinator. Since 2009, the coordinator improves
   coordination and coherence among EU institutions, EU agencies, Member States,
   and international actors, among others in the implementation of the EU Strategy
   on Combating THB.
∞ Children’s Rights Coordinator. The coordinator is a central contact point
   to monitor and actively promote children’s rights in EU policies, ensuring
   coherence and visibility of Parliament’s actions in this area, promotes
   cross-border mediation in international family disputes and serves 
   as a central information point for EU citizens in international parental
   child abduction or other cross-border family disputes.
∞ EU Networks: Network of National Rapporteurs and Equivalent Mechanism EU
   Civil Society Platform against THB.
∞ ECRE
∞ PICOUM
∞ EUROPOL - Trafficking in Human Beings 

∞ UN Inter-Agency Coordination Group against Trafficking in Persons (ICAT)
∞ UNODC, UNHCR, UNICEF, IOM
∞ UNHCR-IOM task force against THB related to the Ukraine crisis
∞ INTERPOL
∞ FRONTEX

EU LEVEL

UN AGENCIES / FORUMS AND INTERNATIONAL AGENCIES

https://www.childrightsmanifesto.eu/ep-intergroup/
https://www.europol.europa.eu/crime-areas-and-statistics/crime-areas/trafficking-in-human-beings
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∞ Ministerial authorities
   (Ministries of Interior, Migration and Asylum, Labour, Justice)
∞ National referral mechanism for early identification of victims
   of trafficking / similar office 
∞ Police Authorities (anti-trafficking and cybercrime units)
∞ Labour Unions 
∞ Child Protection authorities

NATIONAL AUTHORITIES / STAKEHOLDERS

INFORMATION TECHNOLOGY SECTOR (SOFTWARE AND SERVICES)

NGOS AND PROFESSIONALS

MEDIA, INFLUENCERS, THE PUBLIC

∞ Companies that provide software and services include Google, eBay,
   Accenture, PayPal, Adobe, Microsoft, IBM, Electronic Arts (EA).
∞ Social Media Companies include Facebook, LinkedIn, Snapchat,
   TikTok, Instagram, Chatroulette, Dating Platforms
∞ Job advertising platforms 

∞ Working in the public or private sector in reception, asylum
   and integration systems of migrants
∞ Working with GBV issues 
∞ Frontline workers combatting THB 
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TARGETS WHO CAN HAVE A HIGH IMPACT

TARGETS WHO CAN HAVE A LOW IMPACT

Difficult to Influence – although 
hard to reach, it is worth trying to 
contact them. It may also help 
to identify people close to them 
who can share messaging as 
they may be easier to reach. 

Difficult to Influence – not im-
mediate focus, but monitor in 
case they become easy to influ-
ence.

Easy to Influence – these targets 
should be prioritized.

Easy to Influence – prioritize 
contact with these targets to get 
support and information from 
them.

∞ 
∞ 

∞ 
∞ 

∞ 
∞ 

∞ 
∞ 

WHO SHOULD YOU PRIORITIZE? 

Advocates can identify power dynamics and focus on specific targets, using the Tar-
get Analysis tool below. Targets may have high or low impact; in other words, they 
may have a strong or limited effect or influence on a situation or person.
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5.0Tactics describe the approach and the actions you will take to achieve your objectives. 
When choosing tactics, one must think about feasibility in terms of existing advocacy or 
communications capacity, utilize lessons learned from similar actions in the past or try 
to complement ongoing efforts, and reflect on successful engagement of the targets. 

Discreet interventions - Engage and influence political decision-makers through closed
door meetings or discussions, and private letters.

Public activities /campaigning - Raise awareness and build public support through 
events, performances, or public exhibitions, press work, social media campaigns or on-
line petitions. 

Semi-public approach - Speak out to a small or selected public.  

Tactics can be: 

DECIDE ON TACTICS
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Advocacy is most likely to be effective when people in charge of the decision-making 
process are targeted and influenced towards the desirable change. However, change 
depends not only on those who have the power to introduce or alter legal frame-
works, but also on the people called to implement it. In addition, decision makers are 
more likely to consider change when it is broadly understood and accepted by the 
public. 

A message needs to be clear and easy to communicate, aiming to capture people’s 
attention and convince them to support you. It should be brief, focused, solution-ori-
ented, supported by evidence. When crafting messages, the key interests of the deci-
sion-makers must be considered, in order to have a better chance at persuading them 
to join our cause.  

FORMULATE MESSAGES 6.0
Messages should be tailored to the selected receiver/target. 

A clear, overarching message is needed to support public dissemination efforts.
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Authorities

Target Message

1. Many victims of trafficking remain unidentified because (1) law en-
forcement authorities often fail to recognize relevant signs and indica-
tors, (2) victims do not consider themselves victims and (3) those who 
identify as human trafficking victims are afraid to contact authorities 
and seek assistance. Strengthening authorities’ capacity and incorpo-
rating a victim-centered approach can increase the effective identifi-
cation of trafficking victims. 

2. Victims of trafficking may experience additional stress during crimi-
nal proceedings which often lead to secondary victimization. Lengthy 
investigations and criminal proceedings, lack of safe shelter and psy-
chosocial support, and the possibility of confronting their offender can 
lead to re-victimization. Victims’ safety and wellbeing should be re-
spected at every stage of their case processing.   

3. Human Trafficking remains a Low-risk High-profit crime across borders. 
Improved cooperation and coordination among States will contribute 
to increased and more effective prosecution of trafficking crimes.

4. E-trafficking is trafficking. Traffickers use digital technology to profile, 
recruit, control, and exploit victims at an increasing rate since the COV-
ID-19 pandemic began. Understanding the links between trafficking 
and online technology in cooperation with the technology sector is 
essential for the effective identification of victims and the prosecution 
of traffickers. 

EXAMPLES OF MESSAGES PER TARGET

Professionals 1. Early identification is key for the protection of victims of trafficking and 
e-trafficking. Professionals must stay up to date and use existing coor-
dination and reporting mechanisms to support victims at the earliest 
stage possible. Visit the Free2Link platform and make use of our re-
sources and tools.

2. The 2021 report from the Greek National Reporting Mechanism stress-
es that most reported cases involve women and girls in displacement 
who are at a higher risk of being trafficked. Targeted, gender and 
age-appropriate messaging on human rights, safe access to asylum 
procedures and the labor market is essential to prevent and mitigate 
risks of trafficking.

3. UN Agencies warn that displaced women and girls, including those 
fleeing Ukraine, are at a higher risk of being trafficked. Targeted, gen-
der and age appropriate messaging on human rights, safe access to 
asylum procedures and the labor market is essential to prevent and 
mitigate risks of trafficking.

4. The latest OCSE study says that 75% of sex trafficking victims are ad-
vertised online. Digital literacy including online safety and data protec-
tion, can save lives. Appropriate messaging for the youth and people 
on the move should be prioritized in the fight against e-trafficking.

https://www.osce.org/files/f/documents/8/5/512170.pdf


FREE2LINK

23

Technology 
sector 

Media &
The public

Target Message

1. Popular social media platforms, dating apps as well as online em-
ployment advertisements are used by traffickers to identify, recruit 
and exploit victims. Understanding the links between trafficking 
and online technology can save lives. The technology sector can 
be instrumental and a true ally of authorities in raising awareness  
and in prosecution efforts against e-trafficking.

2. Digital technology and the internet are increasingly used to fa-
cilitate trafficking in persons by advertising services provided by 
victims of human trafficking. Apps and social media platforms are 
responsible for the content that users upload. The technology 
sector can support anti-trafficking efforts by establishing moni-
toring mechanisms and bridging online services with harassment 
or suspicious advertisement reporting tools. The private sector 
can considerably strengthen state efforts to mitigate online re-
cruitment and exploitation of trafficking victims.

1. Human trafficking takes place online every day. Digital technolo-
gy and the internet are used by traffickers to profile, recruit, con-
trol, and exploit potential victims. Learning more about e-traf-
ficking and prevention measures can save lives. Get informed and 
stay safe! 

2. Digital technologies allow human traffickers reach large audienc-
es. Digital recording and video equipment also enable the exten-
sive broadcasting of victims’ exploitation. Human Trafficking is a 
crime against Humanity. Everyone can help fight e-trafficking by 
reporting suspicious actions online. 

3. Teenagers use social media every day and can be easily reached 
by traffickers online. UNICEF also reported that children may be 
at increased risk of exploitation in front of webcams. Without 
raising awareness around e-trafficking, minors may be at risk. We 
must work to make social media a safe space for our children.

https://www.unicef.org/reports/state-worlds-children-2017
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There may be risks and challenges along the way of pushing for policy change, question-
ing people in power or trying to change people’s behaviours. 

The following tool with some examples of risks and challenges, can serve as a guide to 
help pin them down, assess and tackle them accordingly. 

7.0 CONSIDER RISKS AND CHALLENGES
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Limited evidence 
to support the 
needed change 

Limited evidence 
to support the 
needed change 

Lack of funding 
or human re-
sources

Lack of public 
support for your 
cause or cam-
paigns

Programmatic or 
safety Risks 

Lack of interest 
by the policy 
makers to take 
the topic forward 

Limited progress 
regarding legal 
changes, they 
are not going far 
enough and there 
is little impact

Other 

Risk and Challenges Mitigation MeasuresRating:

Low / Medium / High
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There are possible ways to mitigate risks and prepare for challenges to continue with 
your valuable work! 

These include:

∞ Careful planning and assessing risks continuously through
   a basic risk assessment tool.
∞ Spread the risk through building coalitions with like-minded organisations,
   networks, and individuals. 
∞ Prioritize the coherent and evidence-based messages you can use.
∞ If possible, pursuit the funding / implementation of high-quality
   programming to tackle the issue. 
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In general, measuring advocacy efforts can be challenging given that advocacy outputs 
and impact generally have long-term timeframes. Also, changes in policies, practice and 
behaviour are also difficult to measure. There are different factors which contribute to 
change, including contextual elements, parallel or joint advocacy efforts or the political 
momentum. Nevertheless, monitoring and evaluation are vital for advocacy work. 

Daily / regular monitoring is needed through a log frame, to pin down relevant devel-
opments, activities’ outcome and support any needed changes in the planning process. 

Review and evaluation are essential to assess not just the outcome of activities but also 
the overall impact of advocacy work in terms of overarching goals. Concrete indicators 
allow advocates to identify the smaller changes that may lead to big ones.

MONITOR AND EVALUATE 8.0

Mid-term
evaluation

Final
evaluation

Activity
indicators

Outcome
indicators

∞ Successful

   implementation?

∞ Expectations met?

∞ Need to change

   tactics?

∞ New

   opportunities?

∞ Elements in and

   outside advocates’

   control?

∞ Successful implementation

   of event / activity?

∞ Was there any contribution

   to the policy debate? 

∞ Are there additional

   stakeholders / targets?

∞ Expectations met?

∞ Need to change tactics?

∞ Contributing factors to

   failure / success?

∞ Is the timeline realistic?

∞ Lessons learned?

∞ Is there increased understanding

   of the issue / awareness?

∞ Is there a change in media

   coverage?

∞ Has there been an influence

   on policy?

∞ Is there a change in policy

   makers language or discourse?

∞ Is there improved / enhanced

   cooperation with stakeholders?

∞ Were advocacy outputs such

   as policy briefs / analyses

   considered?

∞ Has relevant funding increased?
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This section provides resources, guidelines, and examples to assist those engaged with 
communication efforts relevant to advocacy against e-trafficking.

Creative projects and campaigns are a source of information and inspiration for new or 
complementary efforts to raise awareness around trafficking. Here are a few examples: 

Blue Heart Campaign by UN’s Office on Drugs and Crime (UNODC).

Not Alone Campaign by the Businesses Ending Slavery and Trafficking (BEST)

It is a global awareness raising initiative to fight human trafficking
and its impact on society. The campaign allows people to show
their solidarity with the victims of human trafficking and
increasing their visibility by wearing the Blue Heart. 

It is the first survivor-led program to raise awareness for current
trafficking victims, whose goal is to help victims and survivors
self-identify and get connected with services by calling
the National Human Trafficking Hotline in the USA. 

9.0 COMMUNICATION CORNER 

9.1 GET INSPIRED

COMMUNICATION ENGAGEAUDIENCECONTENT CREATIVE

https://www.unodc.org/blueheart/
https://www.bestalliance.org/aboutnotalone.html
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Stop the Traffik Campaign

Blue Blindfold Campaign

Animation videos against slavery published by the No Project. 

It is a global movement of individuals, communities, and organizations 
that work to prevent human trafficking worldwide through a wide vari-
ety of initiatives and awareness-raising projects.

An awareness raising campaign in Ireland.

Engaging with the media requires time and human resources, but media are valuable 
allies for an advocacy campaign and usually part of communication strategies. National 
and local media, including print, radio, and television, can be utilized to transmit messa-
ges and increase visibility. Building partnerships with media workers (executives, mana -
gers, journalists, and reporters), is vital for media work. Media kits consist of informative 
documents,with clear and concise messages and relevant data and can include:

∞ Prepare and implement a media plan
∞ Gather key information and data on e-trafficking 
∞ Conduct media briefings and media conferences
   based on capacity 
∞ Produce and distribute press statements, press releases
   and other media materials in a timely manner
∞ Respond to media enquiries promptly and based
   on coordinated efforts 
∞ Support spokespersons with accurate messages and materials

9.2ENGAGE WITH THE MEDIA

Media kits consist of informative documents, with clear and concise messages and 
relevant data and can include:

∞ Frequently asked questions (FAQs)
∞ Factsheets, infographics, and recent updates
∞ Photographs or illustrations
∞ Contacts for spokespersons or relevant experts the media can contact

MEDIA KITS

http://www.stopthetraffik.org/
http://www.blueblindfold.gov.ie/
https://www.thenoproject.org/videos-books/animations/


30

The Advocacy Toolkit

9.3Social media are instrumental in today’s campaigns. Social media cards, Instagram car-
ousels, Twitter and Facebook posts are used to convey messages and highlight informa-
tion. Key facts and stats, impactful quotes and testimony about e-trafficking, photos or 
relevant links to video can be dragged into posts and tweets. More resources on social 
media can be found at the Social Media toolkit created by Latte Creative at the Free2Link
Platform. Here are a few examples. 

USE THE SOCIAL MEDIA

Caption:
Find resources and tools

against e-trafficking
at free2link.eu

Understanding the links be-
tween trafficking and online 

technology is key to stay safe 
and save lives.

- UNICEF, in xxx report

Caption:
Digital literacy
can save lives. 

Caption:
Digital literacy
can save lives. 

Professionals must stay
up to date to support
victims at the earliest

stage possible. 

Traffickers use digital 
technology to profile, 
recruit, control, and 

exploit victims. 

“Children can be 
at increased risk of 

exploitation in front
of webcams”

75% of sex trafficking 
victims are advertised 

online

E-trafficking
is trafficking.

https://free2link.eu/library/
https://free2link.eu/library/
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9.4OTHER POPULAR MEDIA FORMATS TO CONSIDER

News can range from short items to documentary and investigative journalism. 
Exposure to news is important for raising awareness and shifting opinion. It can 
help focus attention on e-trafficking and provide critical information.

Stories and testimonies from trafficking survivors and humanitarian workers can 
be used to contextualize the social and individual impacts. Testimonies are a 
short monologue from a person directly impacted and can have a high impact 
with the audience.

Talk shows and phone-ins are part of radio broadcasting. Talk shows provide a 
space for discussion and phone-ins provide an opportunity for public participa-
tion and engagement. Magazine formats consist of a mix of features, interviews, 
and other kinds of content and they are fast paced and topical.

Public announcements, spots and slogans are short simple messages (between 
30 seconds and 2 minutes). They can feature a short dialogue, announcement, 
or interviews. Radio or TV spots commonly air on national and community 
radio and television with the aim to address specific issues. They can be used in 
emergency contexts to convey important messages, including advice, warnings, 
emergency warnings and behaviour-change messages.
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